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Compliance

PCl Compliance Made Easy

The Payment Card Industry Data Security Standard

In September of 2006, a group of five leading payment brands including American
Express, Discover Financial Services, JCB, MasterCard Worldwide and Visa
International announced the formation of the PCI Security Standards Council
(PCISSC), The goal of the council is to ensure that merchants and service providers
who send data electronically, have taken steps to protect transactions. These
requirements apply to all payment card network members, merchants and service
providers that store, process or transmit cardholder data, and affect all payment
channels, including retail (brick-and-mortar), mailtelephone order and e-commerce.

These requirements are imposed by the PCISSC, not by any government agency.
Meeting the requirements of the Council is now a prerequisite to
doing business with the major credit card companies. You don't have
to meet these standards—but you may not be able to process credit cards either.

SAFE LP is the best choice for organizations with an immediate
focus on reducing the cost and
increasing the effectiveness of
audit response while meeting
and sustaining compliance with a
particular regulatory or industry
standard like PCl or HIPAA.

Intellitactics SAFE appliance provides users with:

* Audit ready reporting to prove compliance

¢ Real time access to security events and logs - continuous parsing and
normalized logs improve understanding

¢ Rapid search using event explorer and visual analysis accelerate
investigation to improve incident response

* Role based dashboards display up to the minute status of IDS, anti-virus and
much more

Companies that do not meet the PCISSC's requirements may be
barred from processing credit cards, incur higher processing fees
and even face fines up to $500,000.

There's more to compliance than collecting logs. But you can
comply with standards without spending more on staff or hardware. Quest and
Intellitactics have teamed to offer two solutions: a highly capable, multi-function
SIEM software package and a simple to deploy appliance which not only verify
and validate that you're in compliance with internal policies, regulatory standards
(SOX, HIPAA, NERC, FISMA) or industry standards (PCI DSS), but also ensures
every day compliance by simplifying daily tasks like security event monitoring, log
analysis and reporting.

PCI Compliance as a Service

If you're not ready to own and operate your own SIEM software or appliance,
choose Security as a Service featuring Intellitactics SAFE. Quest can help
you enjoy all the benefits of SAFE without the overhead. With
PCl Compliance as a Service, Quest takes care of everything for you. Jump start
your preparation for compliance audits and build a relationship with Quest’s
experienced security professionals. One decision lets you accelerate the start of
your project with a market leading product — Intellitactics SAFE.

Quest's “Compliance Vulnerability Scanning" Professional and
Managed Services are MasterCard Site Data Protection Certified
(SDP Compliant Certificate Number: 3845-01-01).

You choose the right solution
for you based on the size of your
managed infrastructure and staff,
purchasing power and need for custom
or unique requirements. The SAFE
appliances are right-sized meaning
they come in multiple hardware
configurations designed to store logs
and provide the performance you need
regardless of the number of data sources or number of events. You decide what
works best for your situation and we make it happen.

Security
Standards Council

Approved Scanning Vendor (ASV)
as recognized by the PCl Security
Standards Council

You have the following options when you choose Quest and
Intellitactics SAFE:

* Own and manage it yourself

* Own it and let Quest manage it for you

* Quest owns the appliance and you manage it

* Quest owns and manages for you

The core requirements of the PCISSC are:

* Build and Maintain a Secure Network

* Protect Cardholder Data

* Maintain a Vulnerability Management Program

* Implement Strong Access Control Measures

* Regularly Monitor and Test Networks
While these requirements may appear daunting, Quest can perform scanning that
will help identify any shortcomings or non-compliance problems that may exist in
your systems. These scans can be performed remotely or on premises. And the cost
for this type of scanning is surprisingly low.

Choose who owns and manages your
SAFE Appliance...

SAFE Appliance Ownership/Management Options
Owned by: You Quest You Quest
Quest Quest

r Level of Security

Managed by: You You

Discover Cost-Effective PCl Compliance
and Audit Performance.

Choose the service that meets your needs and your
budget. Choose Quest and Intellitactics.

www.questsys.com/PClservice.aspx
800-326-4220
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