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How To Guide
for SIM ROI

Security Information Management (SIM) tools have come a long way. When
Information Security reviewed them three years ago, they were still relatively
immature and expensive, requiring significant time and effort to return much
value. SIMs promised to help security managers better handle overwhelming
amounts of data from IDSes, firewalls and other devices but the results were
a little fuzzy.

Featuring expert articles from renowned security experts, this E-Guide details
some enhanced features of today’s SIM technologies, how to establish a
practical routine for reviewing security, logs, how to get the most out of SIM
and mch more. Find out which SIM technologies and approaches are best for
your company and download this expert E-Guide today.
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Security information management finally arrives,
thanks to enhanced features

By Mike Rothman

Security information management (SIM), sometimes called security information and event management (SIEM),
has been a problematic security category for years. In a nutshell, this segment of the information security market
has featured products that strive to collect and analyze security events, ideally detecting malicious activity. Plagued
by expensive and integration-heavy implementations, SIM products and vendors have never lived up to their
promise, taking millions of venture capital with it.

Yet, if you look at SIM from a security professional’s perspective, the idea of integrating and correlating security
information from a variety of data sources is compelling. Just think: How great would it be to look at one screen,
or one dashboard, and be able to pinpoint problems, maybe even before they occur?

SIM technologies of the past had their shortcomings, and unfortunately many end-users learned this the hard
way. One problem is the overactive nature of SIM; its inputs, like firewalls and IPS devices, are inherently noisy.
If the inputs are rife with false positives, it has historically been difficult for SIM offerings to provide actionable
information without a tremendous amount of experimentation and tuning.

Also, SIM products seem to address problems after it’s too late; by the time information is correlated from log files,
the attack has already happened. And in today’s environments, where attacks can proliferate throughout the world
in a matter of minutes, playing catch-up can be crippling.

But all is not lost, and SIM is not dead yet. In fact, the idea of security management is transforming, and this
evolution may bring some new life to SIMs. Combining SIMs with a few other technologies may actually make for
an effective systems-based approach to security management.

First, security management is increasingly being integrated with network behavior anomaly detection (NBAD),
providing pseudo real-time visibility into what’s happening on your network. Not in a few minutes or seconds, but
right now.

To be clear, “pseudo” real time is not exactly real time. The inherent nature of attacks, especially zero-day attacks,
make it impossible to be truly proactive in protecting an environment. The goal with network behavior anomaly
detection, however, is to shorten reaction times. Also, by defining thresholds based on abnormal behavior, NBAD
products can trigger a more specific analysis and contain damage more effectively.

With NBAD, security professionals are not exclusively looking in the rear view mirror, trying to figure out a disaster
that’s already happened. Because of the technology’s faster reaction times, network behavior anomaly detection is
poised to break out in 2007, especially if it's integrated with the SIM software sitting on your shelf.
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But that’s not the only way SIM is morphing in front of our eyes. When a security incident happens in an organiza-
tion, it's important to have controls in place so that a similar mess doesn’t occur in the future. With many SIMs,
however, such preventative responses are difficult to make. During the performance improvement process, security
data is often normalized and manipulated, making it useless for forensic purposes.

With early SIM products, the raw log files were altered to facilitate insertion into a database and provide data
reduction; this optimized the use of space. It was important when SIM first hit the market 5 or so years ago, as
the technology was not fast enough to store all the data in a forensically clean way, and the problem being
addressed was event correlation, as opposed to compliance or forensics.

Ergo, the emergence of log management products. These purpose-built boxes quickly gather log data from a variety
of different devices, and they do so in a forensically clean way, maintaining the integrity of the data, so it can be
easily analyzed for forensics and compliance purposes, although not necessarily for real-time management. This log
management data, though, will hold up in a court of law.

Security management is evolving from one generation to the next, and with that transition, there will inevitably be
some carnage. Aggressive vendors have chosen to either focus on offering pseudo real-time management capabili-
ties or log management functions. But even if your vendor is a bit of a dim bulb, it's still possible to integrate many
of these solutions together yourself and get your desired results. In fact, that’s addressing problems before they
become problems.

So what makes the most sense for you? It gets back to what problem you are trying to solve and also being a bit
understanding of the sunk cost of an existing implementation. Many organizations have spent a lot of time and
money to make SIM work for them, and there is no reason to dump that investment. You may need to supplement
an existing product with log management or NBAD, but that's OK.

But if you don’t have anything in place now, it makes sense to focus on the products that can offer both a forward,
as well as a backwards look at your networking environment. There is no need to compromise if you are playing in
a green field.

About the author: Mike Rothman is president and principal analyst of Security Incite, an industry analyst firm in
Atlanta, and the author of The Pragmatic CSO: 12 Steps to Being a Security Master. Get more information about
the Pragmatic CSO at http://www.pragmaticcso.com, read his blog at http://blog.securityincite.com, or reach him
via e-mail at mike.rothman (at) securityincite (dot) com.
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Establishing a practical routine for reviewing security logs

By Lenny Zeltser

The term security information management (SIM) refers to the discipline of collecting and analyzing security events
to detect or investigate malicious activities. Essential to this process are the individuals who review the gathered
data and decide whether the events constitute an incident and should be escalated. Information security logs that
are not regularly reviewed are hardly useful and can be a liability to an organization.

Sometimes reviewing security logs can be fun. Don’t get me wrong—sifting through mounds of data to identify the
notable events is not always my favorite pastime. However, the pursuit of correlating seemingly unrelated events,
determining the cause of an unusual alert or detecting an intrusion at its onset can be pretty rewarding.

Even though the review of security logs is critical to the success of a SIM program, doing so regularly and compre-
hensively is not easy. Here are a few recommendations for establishing a process to ensure that important events
don’t go unnoticed:

e Schedule a regular time for reviewing logs. Creatures of habit, most of us find it harder to forget
chores that we conduct according to a predictable schedule. Decide on a time that will allow you to devote
attention to log-reviewing duties and stick with that schedule. Mark that time slot as “busy" in your calen-
dar to prevent unwanted meetings or other interruptions.

« Automate repetitive log-processing tasks. Manually reviewing every entry in the log is monotonous,
time-consuming and important alerts will be missed as a result. Make use of the log-processing tool’s abili-
ty to group similar records together, prioritize events, and filter entries that are not currently relevant.
Automating such tasks speeds up the reviewing process and improves its accuracy.

¢ Alternate log-reviewing responsibilities. There are several advantages to varying who is responsible for
reviewing the logs. It helps prevent the fatigue of performing repetitive tasks. It also exposes data to
another individual’s fresh perspective. Consider alternating the responsibilities on weekly or monthly basis
among qualified members of your team.

e Track the problems addressed by reviewing logs. Routine tasks are easy to take for granted. Keep
track of the problems, such as service downtime or a network intrusion, that were prevented or remediated
as a result of reviewing security logs. This practice will gather metrics for assessing the usefulness of
reviewing the logs, which is particularly helpful during budget or bonus allocation times.

A practical routine for reviewing security logs is regularly scheduled, partially automated, alternated among team
members, and linked to problem resolution. Not only will such processes bring vigilance to the log-reviewing duties,
but it will also ensure that an organization gets the most out of the valuable data captured by the its SIM systems.

About the author: Lenny Zeltser is the information security practice leader at Gemini Systems LLC, a New York-
based IT consulting firm, and an instructor at SANS Institute. More information about his projects and interests is
available at www.zeltser.com.
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Log management push has its roots in compliance

By Marcia Savage, Features Editor, Information Security magazine

Enterprise interest in log management is heating up as compliance requirements push organizations to get a grip
on their log data.

Auditors are prodding companies to think about centralized log management in order to ensure control over scat-
tered data, said Trent Henry, senior analyst at Burton Group: “So we have one place that can keep the information
and have proper IT controls over the data to make sure it's not tampered with or lost or accessed by people who
shouldn’t, and that those policies are enforced.”

No one compliance requirement is driving interest in log management, Henry said. A couple years ago, SOX was
the top concern since it spurred most new audit efforts but now log data is important for demonstrating an organi-
zation’s controls for a variety of regulations, he added.

But Dave Shackleford, vice president at the nonprofit Center for Internet Security and a SANS instructor, said the
PCI Data Security Standard in particular is helping to make log management a hot topic in the enterprise.

Companies are figuring out that “they already have a lot of the information that they need to get a good bit of
the way towards [PCI] compliance, they just don’t have the tools to take that information and do anything with it,”
he said.

Log management tools can help organizations drill down and look for specific data strings such as full track data
from credit cards; PCI prohibits storage of such information, so companies can then take corrective action.

The log management market includes tools from LoglLogic, LogRhythm, Splunk, syslog-focused products such as
Kiwi Enterprises’ Syslog Daemon and freeware like Unix’s syslog daemon. Also, security information management
(SIM) vendors have begun tailoring their product lines to meet the demand for log management by offering options
that focus on providing more storage capacity than correlation capability.

At the Burton Group Catalyst Conference, Jay Leek—manager of corporate IT security services at Nokia—plans to
talk about practical considerations for log management and how a centralized system can improve compliance, inci-
dent response and troubleshooting while also saving time and money.

“Whether people want to acknowledge it or not, we're generating a significant amount of log data in any enterprise
environment and there’s a lot of cost associated with generation, collection and storage of log data,” Leek said.

Without any control over what’s being logged, companies can spend a great deal of time and effort searching
through log data during an incident investigation or when trying to troubleshoot an IT problem, he said. Inconsistent

logging formats and relying on homegrown scripts for analyzing and managing logs contribute to the difficulty.

Not having control over what'’s logged, stored and who has access to it can also create problems for a company that
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does business internationally because retention and privacy laws differ from one country to another, Leek said. For
example, in France, log data containing personally identifiable information can be retained for a maximum six
months while Russia requires some log data be kept for five years.

Deploying a log management system can streamline compliance and reduce the amount of resources needed to
respond to numerous IT, security and audit requests for log data, Leek said. It provides the segregation of duties
needed for various compliance purposes and also can guarantee chain of custody for forensics investigations. In
addition to manpower savings, a centralized system reduces hardware and support costs.

Solid, enterprise-class tools for log management have come into the market in the past couple of years, he said. In
particular, some tools provide for centralized management without storing log data in one place, which allows com-
panies to comply with individual country laws.

Shackleford said a company looking to buy a log management solution should first consider their current volume of
log data: “That could make or break a technology decision because some of the players don’t have support for big-
time storage.”

Another consideration is the platform diversity in their environment; homegrown and legacy applications may not fit
into standard logging formats, he said. While log management vendors say they parse any data, some make it eas-

ier than others.

Other factors to weigh when making a purchase are scalability and a vendor’s viability, Shackleford added.
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A new awareness for SIMs

By Marcia Savage, Features Editor, Information Security magazine

Organizations overwhelmed by a deluge of security data generated by their networks—and feeling the pressure of
regulatory requirements—have turned to security information management (SIM) for relief.

SIM, also referred to as security event management (SEM) or a combination of the two (SIEM), automates the
process of monitoring logs from firewalls, IDSes and other devices. SIM systems aggregate, correlate, analyze and
store data to give organizations overall visibility into their network security and improve their incident response.

At the same time, SIMs can help satisfy auditors. Regulatory pressures—from Sarbanes-Oxley and HIPAA to individ-
ual industry requirements—make log management and visibility into user access of systems and applications critical.

In fact, compliance is making “identity awareness” an important feature for SIM technology, said Trent Henry, an
analyst at the Burton Group.

“Past SIEM solutions were quite focused on perimeter infrastructure such as firewalls and IDSes, but with identity
management a key component of internal controls, SIEM products are now looking more carefully at identity trans-
actions,” Henry said. “This can help organizations keep an eye on critical compliance-related controls, including
SOX's requirement for appropriate segregation of duties.”

A SIM appliance from Network Intelligence, which was acquired by EMC last September, helps the Independent
Electricity System Operator (IESO) in Ontario, Canada, comply with industry security auditing requirements, said
Dave Lewis, who heads security at the IESO. The technology demonstrates that IESO staffers are in fact reviewing
the security logs.

“This gives us an audit trail,” Lewis said. “We can see that they did review their logs and they’re taking action on X,
Y and Z.”

For the Idaho State Tax Commission, SIM helps it to comply with Internal Revenue Service requirements and get a
better handle on security events. The commission deployed a SIM appliance from High Tower Software that collects
and correlates data from its vulnerability assessment, IDS and other systems, and boils down that information to
“actionable items,” said Glenn Haar, IT resource manager at the commission.

“Our goal was to get people to the point where they’re not mechanics trying to keep the thing running but move
them to where they're focusing on dealing with the security issues that are actually coming up,” he said.

Likewise, a SIM system has streamlined network security monitoring at PPD, a global contract research firm serving
pharmaceutical and other organizations. Before installing the Q1 Labs product, tracking virus outbreaks required
reviewing individual firewall and other security logs. Now, the company has a central repository that makes it easier
to track and analyze an outbreak, said Dave Daniels, PPD network security engineer.
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At Hackley Hospital, a SIM system from TriGeo Network Security allowed network technicians to quickly track down
the source of a virus that was preventing users from accessing the Internet.

"It puts a lot of things into one interface,” said Andy Busard, information security analyst at the Michigan health-
care provider. “It allows us to do things we weren’t able to do before.”

HIPAA compliance was the initial reason the hospital bought a SIM, Busard said. TriGeo is helping it show auditors
that activities such as users logging in remotely are being tracked.

While SIM technology can help on a lot of fronts, it's not without its drawbacks. SIMs can be complex to manage.

“At the end of the day, all they do is report and store data and generate reports and analytics against that data,”
said Amrit Williams, a former Gartner analyst, now CTO at BigFix. “If you don’t have a mechanism for responding to
that data, then the cost associated with deploying these technologies can be high and offer limited value.” Burton
Group’s Henry said the problem with a SIM system “becomes the amount of customization required to get the most
out of the tool.”

Jim Granger, technical director at the Navy Cyber Defense Operations Command, said SIM—Ilike other technologies—
requires an initial up-front investment in time and resources but that the payoff is worth it.

“SIMs force you to understand what your business processes are and what your networks look like, but that in itself
is a good thing,” he said.
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